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Terms and conventions used In this
book

GDM - GnomeDisplay Manager Usedto describethe softwarepackageasawhole.
gdm- The GhomeDisplay Managerdaemon(gdn).
Greeter Thegraphicallogin window (gdm ogi n).

Chooser The hostchoosewhich appear®n remotedisplayssendingNDIRECT
guerieg(gdncthooser).

Pathswithoutaleading’/’ arerelativeto theinstallationprefix. I.e. shar e/ pi xmaps/
refersto/ usr/ shar e/ pi xmaps if GDM wasconfiguredwith - pr ef i x=/ usr .



Chapter 1. Overview

1.1. Introduction

GDM is areplacementor XDM, the X Display Manager Unlike its competitors
(X3DM, KDM, WDM) GDM waswritten from scratchanddoesnot containarny
original XDM / X Consortiumcode.

1.2. The GDM Daemon

GDM waswritten with simplicity andsecurityin mind. The overall designconcepts
this:

Uponstartupthe gdmdaemorparsests configfile gdm conf . For eachof thelocal
displaysgdmforks an Xserweranda slave processThe maingdmprocesswill then
listento XDMCP requestgrom remotedisplaysandmonitorthelocal displaysessions.

Thegdmslave procesopenshedisplayandstartsgdm ogi n, thegraphicallogin
program.gdm ogi n runsasadedicateduserandcommunicateasynchronouslyith
the slave procesghrougha pipe.

GDM reliesheaily onthepresencef PAM, PluggableAuthenticationModules,but
supportgegularcrypt() andshadav passverdson legag/ systems.

Remotedisplayscanconnecto the XDMCP portonthe GDM host.gdmwill grant
accesdo hostsspecifiedn thegdmservicesectionin your TCP Wrappers
configuratiorfile. GDM doesnot supportremotedisplayaccesgontrolon systems
without TCP Wrappers XDMCP supportcanbeturnedoff completely however.

GDM includesseveralmeasuresnakingit moreresistanto denialof serviceattackson
the XDMCP service.A lot of the protocolparameterdhandshakingimeoutsetc. can
befine tuned.The defaultsshouldwork for mostsystemshowever. Don’t changethem
unlessyou know whatyou're doing.
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In generalGDM is very reluctantregardingreading/writingof userfiles. For instancat
refusedo toucharnything but regularfiles. Links, socketsanddevicesareignored.The
valueof the RelaxPermissiongarametedeterminesvhetherGDM shouldaccepffiles
writable by the users groupor others. Theseareignoredby default.

All operationon userfiles aredonewith the effective useridof theuser If the sanity
checkfails ontheusers. Xaut hori ty file, afallbackcookieis createdn / t np.

Finally, the sysadmircanspecifythe maximumfile sizeGDM shouldacceptand,if
thefacebrowseris enabledatunablemaximumicon sizeis alsoenforced.Onlarge
systemst is still advisedo turn off thefacebrowserfor performanceeasonsLooking
upiconsin homedirs scalingandrenderingfaceiconscantake quitealongtime.
YMMV.

1.3. XDMCP

GDM alsosupportghe X Display ManagerProtocol(XDMCP) for managingemote
displays.

GDM listensto UDP port 177 andwill repondto QUERY andBROADCAST QUERY
requestdy sendinga WILLING pacletto theoriginator

GDM canalsobe configuredto honorINDIRECT queriesandpresent hostchoosetto
theremotedisplay GDM will remembetheusers choiceandforward subsequent
requestgo thechosemanager

GDM only supportghe MIT-MAGIC-COOKIE-1authenticatiorsystem.Little is
gainedfrom the otherschemesandno effort hasbeenmadeto implementthemsofar.

Sinceit is fairly easyto do denialof serviceattacksonthe XDMCP service,GDM
incorporates few featuredo guardagainstattacks.Pleasaeadthe XDMCP reference
sectionbelown for moreinformation.

EventhoughGDM triesto outsmartpotentialattaclers,it is still advicedthatyou block
UDP port177onyourfirewall unlessyoureally needit. GDM guardsagainstDoS
attacksput the X protocolis still inherentlyinsecureandshouldonly beusedin
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controlledenvironments.

Eventhoughyour displayis protectedoy cookiesthe XEventsandthusthe keystrokes
typedwhenenteringpassvordswill still gooverthewire in cleartext. It is trivial to
capturethese.You shouldalsobe awarethatcookies,f placedonanNFSmounted
directory areproneto eavesdroppingoo.

1.4. The Greeter

1.4.1.

1.4.2.

Thegreeteris the graphicaluserinterfacethatis presentedo theuser Thegreeter
containsamenuatthetop, anoptionalfacebrowser anoptionallogo andatext entry
widget.

Text entry

Thetext entryfield is usedfor enteringlogins, passverds,passphrasestc. gdm ogi n
is controlledby the underlyingdaemorandis basicallystatelessThe daemorcontrols
thegreeterthrougha simpleprotocolwhereit canaskthe greeterfor atext stringwith
echoturnedon or off. Similarly, thedaemorcanchangehelabelabove thetext entry
widgetto correspondo thevaluetheauthenticatiorsystemwantsthe userto enter

The Menu

Themenubarin thetop of thegreeterenableghe userto selecttherequestedession
type/desktogernvironment,selectanappropriatdocale/languagandoptionally
shutdavn/rebootthe machine.The greetemwindow canalsobeiconifiedto make room
for otherapplicationonthelogin screen.

1.4.3. The face browser



Chapterl. Overviev

1.4.4.

Thegreetemprovidesafacebrowsercontainingiconsfor all theusersona system.The
iconscanbeinstalledglobally by the sysadmiror in theusers’homedirectories.

Thefacebrowvsermakesafew assumptiongboutyour environment.Firstof all, the
greeterunsundera dedicatediserid,andthereforeary faceiconslocatedin user
directoriesmustbereadabldo thegdmuser l.e. all home-and~/ . gnone directories
mustbe madereadableandexecutableto the “other” groupon the system.

Similarly, faceiconsplacedin the globalfacedirectorymustbereadabldo thegdm
user

Pleasenotethatloadingandscalingfaceiconslocatedin userhomedirectoriescanbea
very time consumingask. Especiallyon large system=or systemsunningNIS. The
browserfeatureis only intendedfor systemswith relatively few users.

To filter outunwantedusernamesn the browser anexcludeoptionis implemented.
Thegreetemwill automaticallyignoreusernamesstedin the Excl ude statemenin the
configfile.

Whenthe browseris turnedon, valid usernamesn the machineareinherentlyexposed
to apotentialintruder If your systemis connectedlirectly to the Internet,this mightbe
abadidea.

The Logo

Thegreetercanoptionallydisplayalogoin thelogin window. Theimagemustbein a
formatreadabldo theImlib library (GIF, JPG,PNG, TIFF, XPM andpossiblyothers),
andit mustbereadabldgo thegdmuser SeetheLogo optionin thereferencesection
below for detauls.
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Theconfiguratiorfiles for GDM arelocatedin theet c/ gdm directory

Thisis alisting of the configdirectorycontents:

Init/

Post Sessi on/
Pr eSessi on/
Sessi ons/
gdm conf

gdm conf isthemain GDM configuratiorfile. The optionswill be describedaterin
this chapter

gdm conf is configuratiorfile for bothgdm gdn ogi n, andgdnthooser sincealot
of parametersverlap.

Theremainingconfigurationis doneby droppingscriptsin the subdirectorie®f the
et ¢/ gdmfolder. This approachmakesit easyfor packagenanagemergystemso
install window managersanddifferentsessiortypeswithout requiringthe sysadmirto
editfiles.

2.1. The Script Directories

In this sectionwe will explainthel ni t, Pr eRoot andPost Root directoriesasthey
arevery similar.

Whenthe X senerhasbeensuccessfullystarted GDM will try to runthescriptcalled

I ni t/ <di spl aynanme>. l.e. 1 nit/: 0 for thefirstlocaldisplay If thisfile is not
found,GDM will attempttotorunl ni t/ Def aul t . Thescriptwill berunasrootand
GDM blocksuntil it terminatesUsethel ni t / * scriptfor programghataresupposed
to run alongsidewith the GDM login window. xconsolefor instance Commanddo set
thebackgrouncetc. goesin thisfile too.
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It is up to the sysadmirto decidewhetherclientsstartedoy the Init scriptshouldbe
killed beforestartingthe usersessionThis is controlledwith theKilllnitClients option
in gdm conf .

Whenthe userhasbeensuccessfullyauthenticatedzDM triesto runthe PreSession
script. Similar to the Init-scripts,Pr eSessi on/ <di spl aynanme> will beexecutedjf
thisfile doesnt exist, GDM will attemptto runPr eSessi on/ Def aul t . Thescript

will berunasrootandGDM blocksuntil it terminatesUsethis scriptfor local session
managemernr accountingstuff. The SUSERervironmentvariablecontainsthelogin
of theauthenticatediser The scriptshouldreturnO on successAny othervaluewill
causeGDM to terminatethe currentlogin process.

Thenthesessiorscriptis run. Sessiorscriptsarelocatedin theet c/ gdni Sessi on
directory Which oneGDM runs,depend®nthe sessiortheuserchosen the
Sessions-menim the greeter If no sessioris selectecandthe userhasno lastsession
storedin his~/ . gnone/ gdmfile, the systemwill chooseor first scriptfoundor — if
Sessi ons/ Def aul t exists—thiswill berun. For instanceyou cancreatea symlink
from Gnonre to Def aul t to make Gnomethe default desktopervironment.

Whenthe userterminateshis sessionthe PostSessioacriptwill berun. Operationis
similarto Init andPreSessionThatis, GDM will attemptto executethe script

Post Sessi on/ <di spl ayname> andif thatdoesnt exist Post Sessi on/ Def aul t
will berun. Againthescriptwill berunwith root priviledgesthe slave daemorwill
block andthe SUSERervironmentvariablewill containthe nameof theuserwho just
loggedout.

Notethatthe PostSessioacriptwill berun evenwhenthedisplayfails to responddue
to anl/O erroror similar. Thus,thereis no guaranteghatX applicationswill work
duringscriptexecution.

Neitherof thelnit, PreSessionr PostSessioncriptsarenecessargndcanbeleft out.
At leastonesessiorscriptis requiredfor properoperation.

2.2. The Configuration File - gdm conf

10
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Thedaemorandthe accompaning utilities sharea commonconfiguratiorfile:
et ¢/ gdni gdm conf .

Theconfiguratiorfile is dividedinto sectionseachcontainingvariableshatdefinethe
behaiour for a specificpartof the GDM suite.

gdm conf followsthestandardSNOME configuratiorfile syntax.Keywordsin
bracletsdefinesectionsstringsbeforeanequalsign (=) arevariablesandthe dataafter
equalsignrepresentgheirvalue.

In general 0 representslisableandl representgnablefor booleanconfiguration
options.

Daemon Configuration

[daemon]

Chooser

Chooser =bi n/ gdnthooser -di sabl e- sound

Full pathandnameof the chooseexecutableollowed by optionalarguments.

DefaultPath
Def aul t Pat h=/ bi n: /usr/ bi n: /usr/bin/ X11:/usr/local/bin

Specifieghe pathwhich will besetin theusers session.

DisplayInitDir
DisplaylnitDir=etc/gdm I nit

Directorycontainingthedisplayinit scripts.Seethe“Script Directories”section
for moreinfo.

11
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Greeter

Gr eet er =bi n/ gdm ogi n - di sabl e- sound

Full pathandnameof the greeterexecutabldollowedby optionalarguments.

Group
G oup=gdm

Thegroupid underwhichgdm ogi n/gdnchooser arerun.

HaltCommand

Hal t Command=/ sbi n/ shut down -h now

Full pathandagumentgo commando be executedwvhenuserselectHalt from
the Systemmenu.

KilllnitClients
Killlnitdients=1

DeterminesvhetherGDM shouldkill X clientsstartedoy theinit scriptswhenthe
userlogsin.

LogDir
LogDi r=var/ gdm

Directorycontainingthelog files for theindividual displays.By default thisis the
sameasthe ServAuthDir

PidFile
Pi dFi | e=var/run/gdm pi d

Nameof thefile containingthegdmprocessd.
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PostSessionScriptDir

Post Sessi onScri pt Di r=et ¢/ gdni Post Sessi on

Directorycontainingthe scriptsrun afterthe userlogsout. Seethe “Script
Directories”sectionfor moreinfo.

PreSessionScriptDir

PreSessi onScri pt Di r=et ¢/ gdm Pr eSessi on

Directorycontainingthe scriptsrun beforethe userlogsin. Seethe“Script
Directories”sectionfor moreinfo.

RebootCommand

Reboot Command=/ sbi n/ shut down -r now

Full pathandoptionalargumentgo the programto be executedvhenuserselects
Rebootfrom the Systemmenu.

RootRath
Root Pat h=/ sbi n:/usr/sbin:/bin:/usr/bin:/usr/bin/X11l:/usr/local/bin

Specifieghe pathwhich will be setin theroot’s sessiorandthe
{Init,PreSession,PostSessiosgriptsexecutedoy GDM.

ServAuthDir
ServAut hDi r=/ var/ gdm

Directorycontainingthe X authenticatiorfiles for theindividual displays.Should
beownedby gdm gdmwith permission50.

SessionDir

Sessi onDi r =et ¢/ gdnt Sessi ons

13



Chapter2. TheConfiguation Directory

2.2.2.

14

Directorycontainingthe scriptsfor all sessiortypesavailableonthe system.

User
User =gdm

Theusernameinderwhichgdm ogi n / gdnchooser arerun.

UserAuthDir
User Aut hDi r =

Thedirectorywhereusers. Xaut hori t y file shouldbe saved. Whennothingis
specfiedheusers homedirectoryis used.

UserAuthFBDir
User Aut hFBDi r=/t nmp

If GDM failsto updatetheusers. Xaut hori t y file afallbackcookieis createdn
thisdirectory

UserAuthFile
User Aut hFi | e=. Xauthority

Nameof thefile usedfor storingusercookies.

Security Options

[security]

AllowRoot
Al | owRoot =0
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Graphicalrootloginsaredisallovedby default. Setthis valueto 1 to enable
priviledgeduserlogins.

OnsystemghatsupportPAM, this parameters ignored.It’s up to the PAM
librariesto determinewhetherthe useris on alocal displayor not.

RelaxPermissions
Rel axPer m ssi ons=0

By default GDM ignoresfiles anddirectorieswritableto otherusersthanthe
owner.

Changinghe valueof RelaxPermissionsakesit possibleto alterthis behaiour:
0 - Paranoiaoption. Only acceptsiserownedfiles anddirectories.
1 - Allow groupwritablefiles anddirectories.

2 - Allow world writablefiles anddirectories.

RetryDelay
Ret ryDel ay=3

Thenumberof second$5DM shouldwait beforereactvatingthe entryfield aftera
failedlogin.

UserMaxFile
User MaxFi | e=65536
GDM will refuseto read/writefiles biggerthanthis number(specifiedn bytes).

In additionto the sizecheckbothgdmandgdmn ogi n areextremelypicky about
accessindiles in userdirectories.Neitherwill follow symlinksandthey can
optionallyrefuseto readfiles anddirectorieswritable by otherthanthe owner. See
the RelaxPermissionsptionfor moreinfo.

15
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VerboseAuth

Ver boseAut h=0

SpecifiesvhetherGDM shouldprint authenticatiorerrorsin the messagdield in
thegreeter

Dependingon your systemsetup usernamesight be exposedwhenthis optionis
on.

2.2.3. XDCMP Suppor t

16

[xdmcp]

Enable

Enabl e=0

Settingthisto 1 enablesDMCP supportallowing remotedisplays/Xterminalsto
bemanagedy GDM.

gdmlistensfor request®n UDP port 177. Seethe Portoptionfor more
information.

If GDM is compiledto supportit, accesgrom remotedisplayscanbe controlled
usingthe TCP Wrapperdibrary. The servicenameis gdm

Youshouldadd
gdm . ny.domain

toyour/ et c/ host s. al | ow. Seethehost s_access(5) manpagefor details.

Pleasenotethat XDMCP is not a particularlysecureprotocolandthatit is agood
ideato block UDP port 177 onyourfirewall unlessyou really needit.
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HonorIndirect

Honor | ndi rect =1

EnablesXDMCP INDIRECT choosing(i.e. remoteexecutionof gdnthooser)
for X-terminalswhich don't supplytheir own displaybrowset

MaxPending
MaxPendi ng=4

To avoid denialof serviceattacks GDM hasfixed sizequeueof pending
connectionsOnly MaxPendinglisplayscanstartatthe sametime.

Pleasenotethatthis parametedoes*not* limit the numberof remotedisplays
which canbe managedlt only limits the numberof displaysinitiating a
connectiorsimultaneously

MaxPendingIndirect
MaxPendi ngl ndi rect =4

GDM will only provide MaxPendingIndirectlisplayswith hostchoosers
simultaneously

MaxSessions
MaxSessi ons=16

Determineghe maximumnumberof remotedisplayconnectionsvhich will be
managedimultaneouslyl.e. thetotal numberof remotedisplaysthatcanuse
your host.

MaxWait
MaxWai t =30

WhenGDM is readyto managea displayan ACCEPTpacletis sentto it
containinga uniquesessiond whichwill beusedin future XDMCP corversations.

17
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2.2.4.
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GDM will thenplacethe sessiond in the pendingqueuewaiting for thedisplayto
respondvith aMANAGE request.

If noresponses recevedwithin MaxWait secondsiGDM will declarethedisplay
deadanderaset from the pendinggueuefreeingup the slot for otherdisplays.

MaxWaitindirect
MaxWai t | ndi r ect =30

The MaxWaitindirectparametedetermineshe maximumnumberof seconds
betweerthetime wherea displayrequesta choosermandcompletionof protocol
negotiation. If thetimeoutis exceededGDM will remove thedisplayfrom the
pendinglist freeingup the slot for otherdisplays.

Port
Port =177

The UDP port numbergdmshouldlistento for XDMCP requestsDon’t change
thisunlessyou know whatyou’re doing.

Common GUI Configuration Options

[qui]

Gtkrc
G krc=

Pathto a gt kr ¢ containingthe themefor usein gdm ogi n / gdnthooser .

MaxlconWidth
Max| conW dt h=128



2.2.5.

Chapter2. TheConfiguation Directory

Specifieshe maximumicon width (in pixels)thatthefacebrowserwill display
Iconslargerthanthis will bescaled.

MaxlconHeight
Max| conHei ght =128

Specifieghe maximumicon height(in pixels)thatthefacebrowserwill display
Iconslargerthanthis will bescaled.

Greeter Configuration

[greeter]

Browser
Br owser =0

Setto 1 to enablethefacebrowser Seethe“Greeter”’sectionfor moreinformation
onthefacebrowser

DefaultFace
Def aul t Face=shar e/ pi xmaps/ nophot 0. png

Defaulticonfile for userswithout a personapicturein ~/ gnome/ phot o. The
imagemustbein anlmlib supportedormatandthefile mustbereadabldor the
gdmuser

DefaultLocale

Def aul t Local e=engl i sh

19
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This languagas usedfor the sessiorunlessnothingis specifiedn
~user /. gnonme/ gdmandtheuserdidn’t selectalanguagen the Localemenuin
thegreeter

Exclude
Excl ude=bi n, daenon, adm | p, sync, shutdown, halt, nail, ...

Comma-separatdibt of usernameto excludefrom thefacebrowser The
excludeduserswill still beableto log in.

Font
Font =- adobe- hel veti ca-bol d-r-normal - *-*-180-*-*-*-*_*_%*

Fontto usefor thewelcomemessagn thegreeter

GlobalFaceDir
d obal FaceDi r =shar e/ f aces/

Systemwidalirectoryfor facefiles. The sysadmircanplaceiconsfor usershere
without touchingtheir homedirs.Facesarenamedaftertheir users’logins.

l.e. <d obal FaceDi r >/ j ohndoe would containthefaceicon for theuser
“johndoe”. No imageformatextensionshouldbe specified.

Thefaceimagesmustbe storedin Imlib supportedormatsandthey mustbe
readabldor the GDM user

A usersown iconfile will alwaystake precedenceverthe sysadminprovided
one.

Icon

| con=shar e/ pi xmaps/ gdm xpm

20
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Iconto usefor gdm ogi n whenit’sin theiconified state.Theimagemustbein an
Imlib supportedormatandit mustbereadabldor the GDM user If nofile is
specifiedtheiconify featureis disabled.

LocaleFile

Local eFil e=etc/ gdm | ocal e. al i as

File in GNU localeformatwith entriesfor all supportedanguage®n the system.

Logo
Logo=shar e/ pi xmaps/ gnone-1| ogo- | ar ge. png

Imagefile to displayin thelogo box. Thefile mustbein animlib supported
formatandit mustbereadabldy the GDM user If nofile is specifiedhelogo
featureis disabled.

Quiver
Qui ver=1

Controlswhethergdn ogi n shouldshale thedisplaywhenanincorrect
username/passwd is entered.

SystemMenu
Syst emvenu=0

Turnsthe Shutdavn/Halt menuon/off.

Welcome
Wl come=Wel conme to %

Controlswhichtext to displaynext to thelogoimagein the greeter Thefollowing
controlcharsaresupported:

21
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%%the‘'%’ character

%d display's hostname

%h Fully qualifiedhostname

%m maching(processotype)

%n Nodenamdi.e. hostnameavithout .domain)
%r releasgOSversion)

%ssysnamdi.e. OS)

2.2.6. XDCMP Chooser Options

22

[chooser]

DefaultHostimage
Def aul t Host | mrage=shar e/ pi xmaps/ nohost . png

File namefor the default hosticon. Thisimagewill bedisplayedf noiconis
specifiedfor agivenhost. Thefile mustbein animlib supportedormatandit
mustbereadabldor the GDM user

HostimageDir
Host | mageDi r =shar e/ host s

Repositoryfor hosticonfiles. The sysadmincanplaceiconsfor remotehostshere
andthey will appeaiin gdnthooser .

Thefile namemustmatchthefully qualifiedname(FQDN) for the host. Theicons
mustbe storedin Imlib supportedormatsandthey mustbereadabldo thegdm
user
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ScanTme
ScanTi ne=3

Specifieshow mary secondshe choosershouldwait for repliesto its
BROADCAST_QUERY.

2.2.7. Local X Server Configuration

[servers]

0=/ usr/ bi n/ X11/ X

Controlsectionfor local X seners.Eachline indicateshelocal displaynumber
andthecommandhatneeddo berunto startthe X sener(s).

GDM will append'- aut h <ServAut hDi r>/: n. Xaut h : n", wheren s the
displaynumber

23






