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. Safe Harbor Statement

The following is intended to outline our general
product direction. It is intended for information |
purposes only, and may not be incorporated into - I
any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be
relied upon in making purchasing decisions. The
development, release, and timing of any features

or functionality described for Oracle’s products
remains at the sole discretion of Oracle.
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Program Agenda

« Data Corruption

* T10 Pl & DIX

 EMC Presentation

» Technology Demonstration
* Q&A
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Data Corruption
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Data Corruption

* Unintentional loss of data

» Data loss prevention
— RAID, remote replication
— Backups

» Data corruption detection
— Logical block checksums: Oracle DB, Linux btrfs, Solaris ZFS
— Scrubbing

* Not all data corruption scenarios are handled by the

existing technologies
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. Data Corruption

« Many potential sources of error in the /O
stack

*  While many components employ data
protection measures internally, handoffs
between adjacent layers are typically

Fibre channel HBA unprotected
Host

 Hardware
— Memory, CPU, disk
* Firmware
— HBA, RAID controller, disk

e Software
_ — Library, OS kernel, hypervisor, device
driver

Oracle Database

Oracle ASM

Operating System

I1/O Driver
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9 | Copyright © 2011, Oracle and/or its affiliates. All rights reserved.



. Silent Data Corruption

 Data corruption that goes unnoticed
— No errors or warning
— Often discovered long time after the fact
— Hard to root cause

* Logical block checksums are not an effective measure in
these scenarios

— Deployed at read time, original data buffers have been erased
from host memory

ORACLE’
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Silent Data Corruption
Average financial impact per hour downtime by industry

Airline Reservations

Home Shopping (TV)
Pay-Per-View

Catalog Sales I
1
L

Credit Card Sales |

Retail Brokerage

$0 $1,000,000  $2,000,000  $3,000,000 $4,000,000 $5,000,000 $6,000,000 $7,000,000

Source: Gartner Group & Contingency Planning Research, Inc.
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. Silent Data Corruption

* NetApp, Univ. of Wisconsin, and Univ. of Toronto study’
— 41 month period
— More than 1.5 million SATA and enterprise class fibre channel drives
 Silent data corruption detected:
— 3,078 SATA drives
— 760 fibre channel drives
« CERN study, 20072
— Write known data patterns to more than 3,000 nodes
— 5 week period
— 22 out of 33,700 files (8.7TB) corrupt
— Nearly 1 in 1500 files

ORACLE
p.//www.pdsi-scidac.org/publications/pape oeder-fast08.pd
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T10 Pl & DIX
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. Legacy I/O Stack

(oplcation J—_
(o )=
\ 512 byte sector

I/O Controller | <<
\ 512 byte sector

)=

( Byte stream )

\ 512 byte sector Xport CRC
(Coisk Aray )<~ o .
\ 512 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [ Sector ECC
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. Legacy I/O Stack

(Applcation )~ -
(o )=~
\ 512 byte sector

I/0 Controller f/
\ 512 byte sector

)=

Application-specific data
integrity measures such as

( Byte stream \\ file format or block

checksums

\ 512 byte sector Xport CRC
(Coisk Aray )<~ o .
\ 512 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [ Sector ECC
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. Legacy I/O Stack
(Aopicaion )
( Byte streu/
s )=
\ 512 byte sector

I/0 Controller f/
\ 512 byte sector

)=

OS has pointer checks
and file or device access
controls

\ 512 byte sector Xport CRC
(Coisk Aray )<~ o .
\ 512 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [ Sector ECC
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. Legacy I/O Stack
(Romieaton )~

o )<
\ M

I/0 Controller | <X -
\ 512 byte sector

)=

\ 512 byte sector Xport CRC

Disk Array f/
\ 512 byte sector 8 byte PI

Coiskome ] <

\ 520 byte sector 8 byte PI [ Sector ECC

ORACLE’

17 | Copyright © 2011, Oracle and/or its affiliates. Al rights reserved.

( S ST ) Server hardware and 1/0

controller support ECC or
parity




. Legacy I/O Stack

(Appication )~
( Byte stream )

~
\ 512 byte sector

I/0 Controller f/
\ 512 byte sector

)=

Storage network may
use a transport frame
CRC

\ 512 byte sector Xport CRC
(Coisk Aray )<~ o .
\ 512 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [ Sector ECC
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. Legacy I/O Stack

(Aot J—_
( Byte stream MOntrOIIers frequently
f/ < store 8 bytes of internal metadata
in addition to the 512 bytes of user
\ 512 byte sector data per b|OC}l/(

I/0 Controller | <X
\ 512 byte sector

)=
\ 512 byte sector

Xport CRC
(Coisk Aray )<~ S :
\ 512 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [ Sector ECC
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. Legacy I/O Stack

Copteaton ),

Byte stream

However, the disk drive has

o )<

no knowledge about what is
stored in those 8 extra bytes

N

512 byte sector

and considers them part of

I/0 Controller | <X

the data

N

512 byte sector

)=

N

512 byte sector

Disk Array f/

TN

512 byte sector

8 byte PI

Coiskome ] <

TN

520 byte sector

8 byte PI [ Sector ECC
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. Legacy I/O Stack

(Roiation )~
( AR m generates internal
f/ ( ECC to protect all 520 bytes of

\ 512 byte sector ﬁ\da‘ta per block
/O Controller f/
\ 512 byte sector

)=
\ 512 byte sector

Disk Array f/

\ 512 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [ Sector ECC
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. T10 Protection Information Model

0 512 514 516 519
512 bytes of data GRD | APP REF

16-bit guard tag (CRC of 512-byte data portion) —
16-bit application tag

32-bit reference tag

Standardizes those extra 8 bytes

Prevents content corruption and misplacement errors
Protects path between HBA and storage device

Protection information is interleaved with data on the wire, i.e.
effectively 520-byte logical blocks
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. T10 Protection Information Model
(Appication )~

( Byte stream )

(o5 )~
\ 512 byte sector

I/O Controller ‘_/

N 520 byte sector ‘8bytePl |
o 520 byte sector sbyert ]
~
\ 520 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [Sector ECC]
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. T10 Protection Information Model
ication T10 Pl all Itipl
= (b,
(o5 )~
\ 512 byte sector

I/O Controller ‘“/

\ 520 byte sector 8 byte PI

s )~
T

verify protection information

520 byte sector 8bytePl |
~
\ 520 byte sector 8 byte PI
~

\ 520 byte sector 8 byte PI Sector ECC]
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. T10 Protection Information Model
(Application ) emmmnw

[ ]

( Byte stream 1

(o5 )~ :
E

A J

\ 512 byte sector
I/O Controller ~

_—

However, T10 Pl does not <
protect the top of the I/O stack

aEEEEmEn?®

: 8 byte PI

SAN

N

520 byte sector 8bytePl |
~
\ 520 byte sector 8 byte PI
~

\ 520 byte sector 8 byte PI Sector ECC]
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. Data Integrity Extensions

- Extends T10 Pl all the way up to the application,
enabling true end-to-end data integrity protection

- The Data Integrity Extensions (DIX)

— Enable DMA transfer of protection information to and from host
memory

— Separate data and protection information buffers to avoid
inefficient 512+8+512+8+512+8 scatter-gather lists

— Provide a set of commands that tell HBA how to handle the
|/O: Generate, Strip, Forward, Verify, etc.

ORACLE’
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. Data Integrity Extensions + T10 PI
(Apptcation )

( Byte stream 8bytePI
~
\ 512 byte sector 8 byte PI
~
N 520 byte sector ‘8bytePl |
o 520 byte sector sbyeePt ]l
~
\ 520 byte sector 8 byte PI
~
\ 520 byte sector 8 byte PI [Sector ECC]
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. Data Integrity Extensions + T10 PI
\(

(o )~

\ 512 byte sector 8 byte PI

I/O Controller ‘_/

DIX facilitates protection =~ >\____i 8bytePI | 5
information interchange between \  Xport CRC |
OS and I/O controller. This
enables applications such as the
Oracle Database to send and
BN

/ H

N 520 byte sector 8 byte PI [Sector ECC]
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. Data Integrity Extensions + T10 PI
\(

(o )~

\ 512 byte sector 8 byte PI

(10 Controtier) <

s )~
N

Disk Array “/

\ 520 byte sector 8 byte PI

(Diskorive ] <

\ 520 byte sector 8 byte PI Sector ECC]
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The combination of DIX <
and T10 PI enables true

end-to-end data integrity )

protection /«{ ‘sbyte Pl |||

: 8 byte PI




EMC Presentation
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Technology Demonstration




. Demo
-~

ORAC'—€® ORACI—EQ “; sy ! SYMMETRIX

DATABASE LINUX x VmAX

~

Data

Database application creates
data in system memory

\_ )
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. Demo
-~

ORACLE’ ORACLE

DATABASE LINUX

~

Data

ASM generates
matching protection

- /
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. Demo

ORAC'—€® ORACI—EQ “; sy ! SYMMETRIX

DATABASE LINUX x VmAX

4 N

Data
ASM submits request to the
Linux kernel. Data and
protection information reside in
separate buffers

- )
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. Demo

ORACLE’ ORACLE

DATABASE LINUX

Linux kernel forwards data and
protection information to HBA
using DIX

- /
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Demo

ORACLE’ ORACLE

DATABASE LINUX

HBA verifies data, protection
information, and request
parameters

- /
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. Demo

ORACLE’ ORACLE

DATABASE LINUX

HBA interleaves data and
protection information while
transmitting 520-byte blocks
to storage

- /
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Demo

ORACLE’ ORACLE

DATABASE LINUX

Storage array controller
verifies that data, protection
information, and request
parameters match

- /
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Demo

ORACLE’ ORACLE

DATABASE LINUX

Disk drive firmware verifies
that data, protection
information, and request
parameters match
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Demo

ORACL€® ORACI_€® i | e SYMMETRIX

DATABASE LINUX 5 Vg

v

Successful /0 completion is
reported to the application
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Demo

ORACL€® ORACI—EQ ‘ % m-s- i  s=mmRX

DATABASE LINUX m;‘ il

Mismatches detected
by HBA, storage array,
or disk drive will cause
I/O to be aborted. The
error is passed back to
the application
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Demo

ORACL€® ORACI_EQ i | » , SYMMETRIX

DATABASE LINUX e VITAX

v
Data @—_

Protection information is also
transmitted for read requests and
ASM will verify data before signaling
completion to the application
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. Demo

ORACLE’ ORACLE

DATABASE LINUX

Protection information
exchange is dynamically
negotiated. Protection is

automatically enabled
between ASM and HBA
when using legacy storage

Data H Data
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End-to-End Data Integrity

» Storage devices that support the T10 Protection
Information Model

 Data Integrity Extensions implemented in Oracle 8Gbps
Fibre Channel Host Adapters

 Oracle Linux with Unbreakable Enterprise Kernel
 Oracle Database 11g with ASM
ORACLE

LINUX
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. Oracle Linux Pavilion

Exhibitors Location
Visit Oracle Linux Pavilion to get insight into partners that implement Moscone South Booth
Oracle Linux and Oracle VM in their products. 2241

. & é ®
beyond e simpl BROCADEB SSEMULEX FUJITSU ( ﬁ]

invent

@M\itl oLocic STORIX? TecTia XSISO

systems

* Open Exhibition Hours on : Monday, Tuesday, Wednesday
» Giveaways and prizes
« Tuesday, 2:15-6pm “Chill with Tux over Smoothies” Reception

ORACLE’
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. Oracle DemoPods

Demo Location

Oracle Linux Moscone South Exhibition
Hall Booth 1133 Pod: S-155

Oracle Linux with Unbreakable Enterprise Kernel Moscone South Exhibition

Hall Booth 1133 Pod: S-154

ORACLE’
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Thursday, October 6

Oracle OpenWorld Sessions

Time Title Location
9:00am - Debugging and Configuration Best Practices for Moscone South Room
10:00am Oracle Linux 6 301

Greg Marsden, Software Development Director, ORACLE

Oracle OpenWorld Hands-On Labs

Time Title Location
1:30pm - Oracle Linux Package Management: Configuring and Marriott Marquis Salon
2:30pm Enabling Services 5/6

Avi Miller, Principal Product Manager, ORACLE
Lenz Grimmer, Sr. Product Manager, Oracle Linux, ORACLE

3:00pm - Oracle Linux Storage Management with LVM and Marriott Marquis Salon
4:00pm Device Mapper 5/6

Avi Miller, Principal Product Manager, ORACLE
Lenz Grimmer, Sr. Product Manager, Oracle Linux, ORACLE

ORACLE’
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Call to Action

* Linux Home Page
oracle.com/linux

* Follow us on Twitter
twitter.com/ORCL Linux

* Read our blog

Blogs.oracle.com/Linux

« Become a fan on Facebook
Facebook.com/OracleLinux

« Subscribe to our channel YouTube
YouTube.com/OracleLinuxChannel

* Free Download: Oracle Linux
edelivery.oracle.com/linux
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Hardware and Software

Engineered to Work Together
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