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Terms and conventions used in this
book

GDM - GnomeDisplayManager. Usedto describethesoftwarepackageasawhole.

gdm- TheGnomeDisplayManagerdaemon(gdm).

Greeter- Thegraphicallogin window (gdmlogin).

Chooser- Thehostchooserwhichappearson remotedisplayssendingINDIRECT
queries(gdmchooser).

Pathswithouta leading’/’ arerelative to theinstallationprefix. I.e. share/pixmaps/
refersto /usr/share/pixmaps if GDM wasconfiguredwith -prefix=/usr.
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Chapter 1. Overview

1.1. Intr oduction
GDM is a replacementfor XDM, theX DisplayManager. Unlike its competitors
(X3DM, KDM, WDM) GDM waswritten from scratchanddoesnotcontainany
originalXDM / X Consortiumcode.

1.2. The GDM Daemon
GDM waswritten with simplicity andsecurityin mind. Theoverall designconceptis
this:

Uponstartupthegdm daemonparsesits configfile gdm.conf. For eachof thelocal
displaysgdm forks anXserverandaslaveprocess.Themaingdm processwill then
listento XDMCP requestsfrom remotedisplaysandmonitorthelocal displaysessions.

Thegdm slaveprocessopensthedisplayandstartsgdmlogin, thegraphicallogin
program.gdmlogin runsasadedicateduserandcommunicatesasynchronouslywith
theslaveprocessthroughapipe.

GDM reliesheavily on thepresenceof PAM, PluggableAuthenticationModules,but
supportsregularcrypt() andshadow passwordson legacy systems.

Remotedisplayscanconnectto theXDMCP porton theGDM host.gdm will grant
accessto hostsspecifiedin thegdmservicesectionin yourTCPWrappers
configurationfile. GDM doesnot supportremotedisplayaccesscontrolon systems
without TCPWrappers.XDMCP supportcanbeturnedoff completely, however.

GDM includesseveralmeasuresmakingit moreresistantto denialof serviceattackson
theXDMCP service.A lot of theprotocolparameters,handshakingtimeoutsetc.can
befine tuned.Thedefaultsshouldwork for mostsystems,however. Don’t changethem
unlessyou know whatyou’redoing.
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Chapter1. Overview

In generalGDM is very reluctantregardingreading/writingof userfiles. For instanceit
refusesto touchanythingbut regularfiles. Links, socketsanddevicesareignored.The
valueof theRelaxPermissionsparameterdetermineswhetherGDM shouldacceptfiles
writableby theuser’sgroupor others.Theseareignoredby default.

All operationson userfilesaredonewith theeffectiveuseridof theuser. If thesanity
checkfails on theuser’s.Xauthority file, a fallbackcookieis createdin /tmp.

Finally, thesysadmincanspecifythemaximumfile sizeGDM shouldaccept,and,if
thefacebrowseris enabled,a tunablemaximumicon sizeis alsoenforced.On large
systemsit is still advisedto turn off thefacebrowserfor performancereasons.Looking
up iconsin homedirs,scalingandrenderingfaceiconscantakequitea long time.
YMMV.

1.3. XDMCP
GDM alsosupportstheX DisplayManagerProtocol(XDMCP) for managingremote
displays.

GDM listensto UDPport177andwill repondto QUERY andBROADCAST_QUERY
requestsby sendingaWILLING packet to theoriginator.

GDM canalsobeconfiguredto honorINDIRECT queriesandpresentahostchooserto
theremotedisplay. GDM will remembertheuser’s choiceandforwardsubsequent
requeststo thechosenmanager.

GDM only supportstheMIT-MAGIC-COOKIE-1authenticationsystem.Little is
gainedfrom theotherschemes,andno effort hasbeenmadeto implementthemsofar.

Sinceit is fairly easyto do denialof serviceattackson theXDMCP service,GDM
incorporatesa few featuresto guardagainstattacks.PleasereadtheXDMCP reference
sectionbelow for moreinformation.

EventhoughGDM triesto outsmartpotentialattackers,it is still advicedthatyou block
UDPport 177on yourfirewall unlessyou really needit. GDM guardsagainstDoS
attacks,but theX protocolis still inherentlyinsecureandshouldonly beusedin
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Chapter1. Overview

controlledenvironments.

Eventhoughyour displayis protectedby cookiestheXEventsandthusthekeystrokes
typedwhenenteringpasswordswill still goover thewire in cleartext. It is trivial to
capturethese.Youshouldalsobeawarethatcookies,if placedonanNFSmounted
directory, areproneto eavesdroppingtoo.

1.4. The Greeter
Thegreeteris thegraphicaluserinterfacethatis presentedto theuser. Thegreeter
containsamenuat thetop,anoptionalfacebrowser, anoptionallogoanda text entry
widget.

1.4.1. Text entr y
Thetext entryfield is usedfor enteringlogins,passwords,passphrasesetc.gdmlogin
is controlledby theunderlyingdaemonandis basicallystateless.Thedaemoncontrols
thegreeterthroughasimpleprotocolwhereit canaskthegreeterfor a text stringwith
echoturnedonor off. Similarly, thedaemoncanchangethelabelabove thetext entry
widgetto correspondto thevaluetheauthenticationsystemwantstheuserto enter.

1.4.2. The Menu
Themenubarin thetopof thegreeterenablestheuserto selecttherequestedsession
type/desktopenvironment,selectanappropriatelocale/languageandoptionally
shutdown/rebootthemachine.Thegreeterwindow canalsobeiconifiedto makeroom
for otherapplicationson thelogin screen.

1.4.3. The face browser
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Chapter1. Overview

Thegreeterprovidesa facebrowsercontainingiconsfor all theusersona system.The
iconscanbeinstalledglobally by thesysadminor in theusers’homedirectories.

Thefacebrowsermakesa few assumptionsaboutyour environment.First of all, the
greeterrunsunderadedicateduserid,andthereforeany faceiconslocatedin user
directoriesmustbereadableto thegdmuser. I.e. all home-and~/.gnome directories
mustbemadereadableandexecutableto the“other” groupon thesystem.

Similarly, faceiconsplacedin theglobalfacedirectorymustbereadableto thegdm
user.

Pleasenotethatloadingandscalingfaceiconslocatedin userhomedirectoriescanbea
very timeconsumingtask.Especiallyon largesystemsor systemsrunningNIS. The
browserfeatureis only intendedfor systemswith relatively few users.

To filter outunwantedusernamesin thebrowser, anexcludeoptionis implemented.
Thegreeterwill automaticallyignoreusernameslistedin theExclude statementin the
configfile.

Whenthebrowseris turnedon,valid usernameson themachineareinherentlyexposed
to apotentialintruder. If yoursystemis connecteddirectly to theInternet,this mightbe
abadidea.

1.4.4. The Logo
Thegreetercanoptionallydisplaya logo in thelogin window. Theimagemustbein a
formatreadableto theImlib library (GIF, JPG,PNG,TIFF, XPM andpossiblyothers),
andit mustbereadableto thegdmuser. SeetheLogo optionin thereferencesection
below for detauls.
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Chapter 2. The Configuration Director y
Theconfigurationfiles for GDM arelocatedin theetc/gdm/ directory.

This is a listing of theconfigdirectorycontents:

Init/
PostSession/
PreSession/
Sessions/
gdm.conf

gdm.conf is themainGDM configurationfile. Theoptionswill bedescribedlaterin
this chapter.

gdm.conf is configurationfile for bothgdm, gdmlogin, andgdmchooser sincea lot
of parametersoverlap.

Theremainingconfigurationis doneby droppingscriptsin thesubdirectoriesof the
etc/gdm folder. Thisapproachmakesit easyfor packagemanagementsystemsto
install window managersanddifferentsessiontypeswithout requiringthesysadminto
edit files.

2.1. The Script Directories
In this sectionwewill explain theInit, PreRoot andPostRoot directoriesasthey
areverysimilar.

WhentheX serverhasbeensuccessfullystarted,GDM will try to run thescriptcalled
Init/<displayname>. I.e. Init/:0 for thefirst localdisplay. If thisfile is not
found,GDM will attemptto to runInit/Default. Thescriptwill berun asrootand
GDM blocksuntil it terminates.UsetheInit/* scriptfor programsthataresupposed
to runalongsidewith theGDM login window. xconsolefor instance.Commandsto set
thebackgroundetc.goesin this file too.

9



Chapter2. TheConfigurationDirectory

It is up to thesysadminto decidewhetherclientsstartedby theInit scriptshouldbe
killed beforestartingtheusersession.This is controlledwith theKillInitClients option
in gdm.conf.

Whentheuserhasbeensuccessfullyauthenticated,GDM triesto run thePreSession
script.Similar to theInit-scripts,PreSession/<displayname> will beexecuted,if
this file doesn’t exist, GDM will attemptto runPreSession/Default. Thescript
will berun asrootandGDM blocksuntil it terminates.Usethis scriptfor local session
managementor accountingstuff. The$USERenvironmentvariablecontainsthelogin
of theauthenticateduser. Thescriptshouldreturn0 on success.Any othervaluewill
causeGDM to terminatethecurrentlogin process.

Thenthesessionscript is run. Sessionscriptsarelocatedin theetc/gdm/Session
directory. Which oneGDM runs,dependson thesessiontheuserchosein the
Sessions-menuin thegreeter. If no sessionis selectedandtheuserhasno lastsession
storedin his~/.gnome/gdm file, thesystemwill chooseor first scriptfoundor – if
Sessions/Default exists– this will berun. For instanceyoucancreateasymlink
from Gnome to Default to makeGnomethedefault desktopenvironment.

Whentheuserterminateshissession,thePostSessionscriptwill berun. Operationis
similar to Init andPreSession.Thatis, GDM will attemptto executethescript
PostSession/<displayname> andif thatdoesn’t exist PostSession/Default
will berun. Again thescriptwill berun with root priviledges,theslavedaemonwill
block andthe$USERenvironmentvariablewill containthenameof theuserwho just
loggedout.

NotethatthePostSessionscriptwill berun evenwhenthedisplayfails to responddue
to anI/O erroror similar. Thus,thereis no guaranteethatX applicationswill work
duringscriptexecution.

Neitherof theInit, PreSessionor PostSessionscriptsarenecessaryandcanbeleft out.
At leastonesessionscriptis requiredfor properoperation.

2.2. The Configuration File - gdm.conf
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Chapter2. TheConfigurationDirectory

Thedaemonandtheaccompanying utilities shareacommonconfigurationfile:
etc/gdm/gdm.conf.

Theconfigurationfile is dividedinto sectionseachcontainingvariablesthatdefinethe
behaviour for aspecificpartof theGDM suite.

gdm.conf follows thestandardGNOMEconfigurationfile syntax.Keywordsin
bracketsdefinesections,stringsbeforeanequalsign(=) arevariablesandthedataafter
equalsignrepresentstheir value.

In general,0 representsdisableand1 representsenablefor booleanconfiguration
options.

2.2.1. Daemon Configuration

[daemon]

Chooser

Chooser=bin/gdmchooser -disable-sound

Full pathandnameof thechooserexecutablefollowedby optionalarguments.

DefaultPath

DefaultPath=/bin:/usr/bin:/usr/bin/X11:/usr/local/bin

Specifiesthepathwhich will besetin theuser’s session.

DisplayInitDir

DisplayInitDir=etc/gdm/Init

Directorycontainingthedisplayinit scripts.Seethe“Script Directories”section
for moreinfo.
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Chapter2. TheConfigurationDirectory

Greeter

Greeter=bin/gdmlogin -disable-sound

Full pathandnameof thegreeterexecutablefollowedby optionalarguments.

Group

Group=gdm

Thegroupid underwhichgdmlogin/gdmchooser arerun.

HaltCommand

HaltCommand=/sbin/shutdown -h now

Full pathandargumentsto commandto beexecutedwhenuserselectsHalt from
theSystemmenu.

KillInitClients

KillInitClients=1

DetermineswhetherGDM shouldkill X clientsstartedby theinit scriptswhenthe
userlogsin.

LogDir

LogDir=var/gdm

Directorycontainingthelog files for theindividualdisplays.By default this is the
sameastheServAuthDir.

PidFile

PidFile=var/run/gdm.pid

Nameof thefile containingthegdm processid.
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Chapter2. TheConfigurationDirectory

PostSessionScriptDir

PostSessionScriptDir=etc/gdm/PostSession

Directorycontainingthescriptsrun aftertheuserlogsout. Seethe“Script
Directories”sectionfor moreinfo.

PreSessionScriptDir

PreSessionScriptDir=etc/gdm/PreSession

Directorycontainingthescriptsrun beforetheuserlogsin. Seethe“Script
Directories”sectionfor moreinfo.

RebootCommand

RebootCommand=/sbin/shutdown -r now

Full pathandoptionalargumentsto theprogramto beexecutedwhenuserselects
Rebootfrom theSystemmenu.

RootPath

RootPath=/sbin:/usr/sbin:/bin:/usr/bin:/usr/bin/X11:/usr/local/bin

Specifiesthepathwhich will besetin theroot’ssessionandthe
{Init,PreSession,PostSession}scriptsexecutedby GDM.

ServAuthDir

ServAuthDir=/var/gdm

DirectorycontainingtheX authenticationfiles for theindividualdisplays.Should
beownedby gdm.gdm with permissions750.

SessionDir

SessionDir=etc/gdm/Sessions
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Chapter2. TheConfigurationDirectory

Directorycontainingthescriptsfor all sessiontypesavailableon thesystem.

User

User=gdm

Theusernameunderwhichgdmlogin / gdmchooser arerun.

UserAuthDir

UserAuthDir=

Thedirectorywhereuser’s.Xauthority file shouldbesaved.Whennothingis
specfiedtheuser’shomedirectoryis used.

UserAuthFBDir

UserAuthFBDir=/tmp

If GDM fails to updatetheuser’s.Xauthority file a fallbackcookieis createdin
thisdirectory.

UserAuthFile

UserAuthFile=.Xauthority

Nameof thefile usedfor storingusercookies.

2.2.2. Security Options

[security]

AllowRoot

AllowRoot=0
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Chapter2. TheConfigurationDirectory

Graphicalroot loginsaredisallowedby default. Setthis valueto 1 to enable
priviledgeduserlogins.

OnsystemsthatsupportPAM, this parameteris ignored.It’ sup to thePAM
librariesto determinewhethertheuseris on a local displayor not.

RelaxPermissions

RelaxPermissions=0

By defaultGDM ignoresfilesanddirectorieswritableto otherusersthanthe
owner.

Changingthevalueof RelaxPermissionsmakesit possibleto alterthis behaviour:

0 - Paranoiaoption.Only acceptsuserownedfilesanddirectories.

1 - Allow groupwritablefilesanddirectories.

2 - Allow world writablefilesanddirectories.

RetryDelay

RetryDelay=3

Thenumberof secondsGDM shouldwait beforereactivatingtheentryfield aftera
failedlogin.

UserMaxFile

UserMaxFile=65536

GDM will refuseto read/writefilesbiggerthanthis number(specifiedin bytes).

In additionto thesizecheckbothgdm andgdmlogin areextremelypicky about
accessingfiles in userdirectories.Neitherwill follow symlinksandthey can
optionallyrefuseto readfilesanddirectorieswritableby otherthantheowner. See
theRelaxPermissionsoptionfor moreinfo.
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Chapter2. TheConfigurationDirectory

VerboseAuth

VerboseAuth=0

SpecifieswhetherGDM shouldprint authenticationerrorsin themessagefield in
thegreeter.

Dependingonyour systemsetup,usernamesmightbeexposedwhenthis optionis
on.

2.2.3. XDCMP Suppor t

[xdmcp]

Enable

Enable=0

Settingthis to 1 enablesXDMCP supportallowing remotedisplays/Xterminalsto
bemanagedby GDM.

gdm listensfor requestsonUDP port177.SeethePortoptionfor more
information.

If GDM is compiledto supportit, accessfrom remotedisplayscanbecontrolled
usingtheTCPWrapperslibrary. Theservicenameis gdm

Youshouldadd

gdm: .my.domain

to your/etc/hosts.allow. Seethehosts_access(5) manpagefor details.

PleasenotethatXDMCP is not aparticularlysecureprotocolandthatit is agood
ideato blockUDPport 177on yourfirewall unlessyou really needit.

16



Chapter2. TheConfigurationDirectory

HonorIndirect

HonorIndirect=1

EnablesXDMCP INDIRECT choosing(i.e. remoteexecutionof gdmchooser)
for X-terminalswhich don’t supplytheirown displaybrowser.

MaxPending

MaxPending=4

To avoid denialof serviceattacks,GDM hasfixedsizequeueof pending
connections.Only MaxPendingdisplayscanstartat thesametime.

Pleasenotethatthis parameterdoes*not* limit thenumberof remotedisplays
whichcanbemanaged.It only limits thenumberof displaysinitiating a
connectionsimultaneously.

MaxPendingIndirect

MaxPendingIndirect=4

GDM will only provideMaxPendingIndirectdisplayswith hostchoosers
simultaneously.

MaxSessions

MaxSessions=16

Determinesthemaximumnumberof remotedisplayconnectionswhichwill be
managedsimultaneously. I.e. thetotal numberof remotedisplaysthatcanuse
yourhost.

MaxWait

MaxWait=30

WhenGDM is readyto manageadisplayanACCEPTpacket is sentto it
containingauniquesessionid whichwill beusedin futureXDMCP conversations.
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GDM will thenplacethesessionid in thependingqueuewaiting for thedisplayto
respondwith aMANAGErequest.

If no responseis receivedwithin MaxWait seconds,GDM will declarethedisplay
deadanderaseit from thependingqueuefreeingup theslot for otherdisplays.

MaxWaitIndirect

MaxWaitIndirect=30

TheMaxWaitIndirectparameterdeterminesthemaximumnumberof seconds
betweenthetimewhereadisplayrequestsachooserandcompletionof protocol
negotiation.If thetimeoutis exceeded,GDM will remove thedisplayfrom the
pendinglist freeingup theslot for otherdisplays.

Port

Port=177

TheUDPport numbergdm shouldlistento for XDMCP requests.Don’t change
thisunlessyou know whatyou’redoing.

2.2.4. Common GUI Configuration Options

[gui]

Gtkrc

Gtkrc=

Pathto agtkrc containingthethemefor usein gdmlogin / gdmchooser.

MaxIconWidth

MaxIconWidth=128
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Specifiesthemaximumiconwidth (in pixels)thatthefacebrowserwill display.
Iconslargerthanthis will bescaled.

MaxIconHeight

MaxIconHeight=128

Specifiesthemaximumiconheight(in pixels)thatthefacebrowserwill display.
Iconslargerthanthis will bescaled.

2.2.5. Greeter Configuration

[greeter]

Browser

Browser=0

Setto 1 to enablethefacebrowser. Seethe“Greeter”sectionfor moreinformation
on thefacebrowser.

DefaultFace

DefaultFace=share/pixmaps/nophoto.png

Default icon file for userswithoutapersonalpicturein ~/gnome/photo. The
imagemustbein anImlib supportedformatandthefile mustbereadablefor the
gdmuser.

DefaultLocale

DefaultLocale=english
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This languageis usedfor thesessionunlessnothingis specifiedin
~user/.gnome/gdm andtheuserdidn’t selecta languagein theLocalemenuin
thegreeter.

Exclude

Exclude=bin,daemon,adm,lp,sync,shutdown,halt,mail,...

Comma-separatedlist of usernamesto excludefrom thefacebrowser. The
excludeduserswill still beableto log in.

Font

Font=-adobe-helvetica-bold-r-normal-*-*-180-*-*-*-*-*-*

Font to usefor thewelcomemessagein thegreeter.

GlobalFaceDir

GlobalFaceDir=share/faces/

Systemwidedirectoryfor facefiles. Thesysadmincanplaceiconsfor usershere
without touchingtheir homedirs.Facesarenamedaftertheir users’logins.

I.e. <GlobalFaceDir>/johndoe wouldcontainthefaceicon for theuser
“johndoe”. No imageformatextensionshouldbespecified.

Thefaceimagesmustbestoredin Imlib supportedformatsandthey mustbe
readablefor theGDM user.

A user’s own iconfile will alwaystakeprecedenceover thesysadminprovided
one.

Icon

Icon=share/pixmaps/gdm.xpm
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Icon to usefor gdmlogin whenit’ s in theiconifiedstate.Theimagemustbein an
Imlib supportedformatandit mustbereadablefor theGDM user. If no file is
specifiedtheiconify featureis disabled.

LocaleFile

LocaleFile=etc/gdm/locale.alias

File in GNU localeformatwith entriesfor all supportedlanguageson thesystem.

Logo

Logo=share/pixmaps/gnome-logo-large.png

Imagefile to displayin thelogobox. Thefile mustbein anImlib supported
formatandit mustbereadableby theGDM user. If no file is specifiedthelogo
featureis disabled.

Quiver

Quiver=1

Controlswhethergdmlogin shouldshake thedisplaywhenanincorrect
username/password is entered.

SystemMenu

SystemMenu=0

TurnstheShutdown/Haltmenuon/off.

Welcome

Welcome=Welcome to %n

Controlswhich text to displaynext to thelogo imagein thegreeter. Thefollowing
controlcharsaresupported:
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%%the‘%’ character

%ddisplay’shostname

%hFully qualifiedhostname

%mmachine(processortype)

%nNodename(i.e. hostnamewithout .domain)

%r release(OSversion)

%ssysname(i.e. OS)

2.2.6. XDCMP Chooser Options

[chooser]

DefaultHostImage

DefaultHostImage=share/pixmaps/nohost.png

File namefor thedefault hosticon. This imagewill bedisplayedif no icon is
specifiedfor agivenhost.Thefile mustbein anImlib supportedformatandit
mustbereadablefor theGDM user.

HostImageDir

HostImageDir=share/hosts

Repositoryfor hosticonfiles. Thesysadmincanplaceiconsfor remotehostshere
andthey will appearin gdmchooser.

Thefile namemustmatchthefully qualifiedname(FQDN) for thehost.Theicons
mustbestoredin Imlib supportedformatsandthey mustbereadableto thegdm
user.
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ScanTime

ScanTime=3

Specifieshow many secondsthechoosershouldwait for repliesto its
BROADCAST_QUERY.

2.2.7. Local X Server Configuration

[ser vers]

0

0=/usr/bin/X11/X

Controlsectionfor local X servers.Eachline indicatesthelocal displaynumber
andthecommandthatneedsto berun to starttheX server(s).

GDM will append"-auth <ServAuthDir>/:n.Xauth :n", wheren is the
displaynumber.
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